
Md. Mazharul Islam
mzharul48@gmail.com 01764797348 

Dhaka Uddyan, Mohammadpur, Dhaka 1207. linkedin.com/in/mazhar0sec 

Profile

A passionate cybersecurity professional with over three years of hands-on experience in identifying, analyzing, 
and responsibly reporting vulnerabilities through bug bounty programs and advanced web penetration 
testing. Skilled in applying technical expertise to enhance system security and protect digital assets. 
Additionally experienced in video editing. Committed to leveraging a strong cybersecurity foundation 
alongside diverse skills to deliver impactful results.

Academic Qualification

Bachelor of Arts (Honors) in Political Science, National University, Bangladesh
Ongoing (Expected Graduation: [2027])

Higher Secondary Certificate (H.S.C-2023), Dhaka Uddyan Govt College
Subject : Humanities
Board : Dhaka

2023

Result : 3.83 Scale of 5.00

Secondary School Certificate (S.S.C) (2021), Chaparhat High School
Subject : Science
Board : Dinajpur

2021

Result : 4.44 Scale of 5.00

Professional Experience

Security researcher at Yogosha Strike Force, Paris, France
Secured applications by identifying vulnerabilities through Yogosha's private bug bounty programs and 
crowdsourced penetration tests.

Manager,Neural Furniture, Dhaka
Managed end-to-end operations for both the physical retail store and all online sales.

Sales Executive,Electronics zone, Dhaka
Handled product listings, price updates, and customer inquiries and sales.

Social Media Coordinator (remote),Muntajar, Dhaka
Developing and executing social media strategies, creating and scheduling engaging content, and interacting 
with the online community.

Cisco Certified Network Associate (CCNA)
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Technical Skill

Web Application Penetration Testing
•OWASP Top 10
•Web Exploitation
•Cryptography
•Scripting & Automation
•Windows Privilege Escalation
•Linux Privilege Escalation
•Vulnerability Assessment & Penetration Testing

Video Editing & Sound Design
Student at Digital Dropout
Professional Tools:

•Premiere Pro,Davinci
•Capcut, Canva

Network Simulation
: Cisco Packet Tracer

Switching Protocols:
 VLANs, VTP, STP, EtherChannel

IP Addressing:
 IPv4, IPv6, Subnetting

IT Service Desk Agents:
•Phone interview questions (screening questions)
•Operating Systems (Windows, Linux, macOS)
•Active Directory (AD)
•Network Fundamentals and Security concepts
•IT Security
•Virtualization
•ITIL (Information Technology Infrastructure 
Library)
•Hardware Troubleshooting
•Software Troubleshooting
•Office 365/Microsoft 365

Programming Skill
•C
•Python
•php
•javascript

Networking

Addressing & Protocols
•IPv4 & IPv6
•Subnetting
•DNS (Domain Name System)
•DHCP (Dynamic Host Configuration Protocol)
•TCP & UDP
•Common Protocols (HTTP, FTP, SMTP)

Network Security
•Firewalls & VPNs
•IDS/IPS (Intrusion Detection/Prevention)
•NAC (Network Access Control)
•Encryption & Authentication

Network Models
•OSI Model (7 Layers)
•TCP/IP Model

Routing Protocols:
 OSPF, RIPv2, Static Routing

Network Services:
 DHCP, DNS, NAT, ACLs

Troubleshooting:
Windows,Kali Linux

Tools & Technologies:

•Wireshark.
•Nmap
•Sqlmap
•Burp Suite
•Ffuff
•Kali Linux.
•Debian, Parrot.
•VMware.
•Amass, Subfinder, etc
•System Maintenance and Cisco Packet Tracer
•Meta Business Suite



Certificates

•Certified AppSec Practitioner 
(CAP-MOCK-EXAM)

•Phoenix Summit CTF in May, 
2025

•FLAG FEST 2024

CCNA
[Wit institute][Dhaka]

•HackerOne BUG HUNT 2024 
Powered By BCSI

Cisco Certified Support 
Technician
Udemy

References

https://www.facebook.com/events/ict-tower/hackerone-bug-hunt-2024-powered-by-bcsi/2067664386931302/
https://www.facebook.com/events/ict-tower/hackerone-bug-hunt-2024-powered-by-bcsi/2067664386931302/
https://www.facebook.com/events/ict-tower/hackerone-bug-hunt-2024-powered-by-bcsi/2067664386931302/
https://www.facebook.com/events/ict-tower/hackerone-bug-hunt-2024-powered-by-bcsi/2067664386931302/
https://www.facebook.com/events/ict-tower/hackerone-bug-hunt-2024-powered-by-bcsi/2067664386931302/

